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ABSTRACT: This research is devoted to the methods of protection of corporate and
personal computers, and local networks from the illegal computer attacks, failures in
work, and false signals of the security equipment. While analyzing the ways and
reasons of losing the stored data, the authors have found and described the best
technical solutions possible which help to protect the information from the illegal
interference into both the corporate and private sector.
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AHHOTAIMSA : [lannas pabota TOCBAIIEHA  METOJaM, HCTOJB3YEMbIM JIJIs
3al[UTHl KOPIOPATUBHBIX, MEPCOHATbHBIX KOMIBIOTEPOB, JIOKATbHBIX CETCH OT aTak,
cOOeB, JIOKHBIX CpaOarTbiBaHWil. AHANM3UPYS KaHAIbl W OPUIUHBI yTCUKH
MHGOPM ALK BBIICICHO HECKOJIbKO, HAMOOJICe ONTUMANIbHBIX TEXHHYSCKUX PEIle HUS
OT HEMPaBOMEPHBIX JCHCTBUI KaKk B 00JacTh KOPIOPATHBHOTO CEKTOpa TaK U B
001acTh (HU3UIECKUX JIUIIL.

KaroueBble ciaoBa: Artaka, nHbOpMaIys, JOKHbIE cpabaThiBaHMs, yTeUKa, KaHaJbI,
JOCTYTI, 3all[UTa, TIeperpy3Ka, aiM HHKIC TPUPOBAHKE, CETh, Tpa( UK, CETEBbIC TTAKETHI.

1 SECURITY MANAGEMENT - PEOPLE and PROPERTY
PROTECTION, INTEGRATED SECURITY SYSTEMS

B HbIHEITHEE BpeMs CTaI0 OUYEBUIHO,, YTO 3alIUIIaTh HH(HO pPMAIIUI0 CTAHOBUTCS
Bce cioxkHee. Uto Hac xneT 3aBTpa? C KaKUMHU HOBBIMU YTPO3aMH MBI CTOJIKHEMCS?
Ha ceroamsamuauii neHp B chepe KOMIBIOTEPHOUW O€30TMACHOCTH CYIIECTBYET JBA
NPUHIMITHATIBHO Pa3HBIX TOJX0Ja K 3alllHUTe OT NMPOHUKHOBEHWH B KOPTIO pAaTHBHBIC
cetu. [lepBolif u 6onee crapeiii 13 HUX 370 IDS (Intrusion Detection Systems — 310
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CHCTeMa TMpu3BaHHAs OOHAPYXUTh NOMBITKM MPOHUKHOBEHUS B YacTHYIO CEThb H
COOOIMTh CHUCTEMHOMY aaMUHHUCTpaTtopy o (akte BropkeHHs)) W IPS (Intrusion
Prevention System KOTOpYyI0O MHOTHE AHAIUTUKH CYHUTAIOT Oojiee 3(pPekTHBHOU H
ynoOHO# B 00pb0e ¢ Xakepamu)

Cpenu mponyktoB IPS aHanwTUKu BBIIENSIOT ISITh THIOB KOMTIOHEHTOB,
KOKIbIH M3 KOTOPBHIX BBITIONHIET CBOM (PYHKIMU M MOXET KOMOMHHMpPOBATHCS C
JPYTHUM U

e C(Certenas IDS,

e KommyraTopsl ceIbMOro ypoBHs,

e DKpaH NPUJIOXKE HUH,

e ['uOpugHBIE KOMM YTAaTO PHI,

e JloByuiku.
[IpeBocxoactBo IPS mo cpaBuenuto c¢ IDS Beimensiercss Ha ¢GoHE pacTymux
TpeOOBaHMI KJIHEHTOB K CO3/aHMI0 OoJiee 3PPEKTUBHBIX CPEACTB IPEIOTBpAIIe HHS
HECAaHKIIMO HUPOBAHHBIX BTOPXEHHM B MX ceTH. Umcino mexanmsmoB IPS 3amerHO
YBETUIUTCS, a TPOU3BOJUTEIH CPEJCTB aHalm3a Tpahuka U KOMMYTHUPYIOIIETO
obopynoBanmsi (B uactHocTH, Cisco Systems, F5 Networks m Nortel Networks)
6opr0y 3a IPS.

Tak e mnpoOlieMa JOXKHBIX cpaOaThiBAHUNW — OJMH M3 CaMbIX CEpPhE3HBIX
genoctatkos  IDS. Texnomorun IPS  mo3BoysitoT  m30exaTh  TOJTy4YeHUA
banmbCcU(PUIMPOBAHHBIX  MO3UTUBHBIX  PE3YIbTATOB  Ojarojaps  pa3jiudHbIM
MexanmMaM. Cpelu HUX, B YaCTHOCTH, aHAIW3 CUTHATYp, M3MEHSAIOIIUXCS B XOJE
IPOBEPKU CECCUH, WICHTUPUKAIMA CETEBBIX IPOTOKOJOB U MAKETOB C LEJbIO
NPOBEPKH Ha MpeaMeT OOHapyKEeHHs B HHUX BHE3aIlHBIX I3MEHEHUN I1abJI0HOB
TpadukKa.

Amnmnapataeie koHconu u IPS-cuctembr TippingPoint UnityOne copepxkar
MexaHM3M Oe3omnacHoi 00paboTKH ceTeBOro Tpauka, B OCHOBY KOTOPOTO TIOJIOMKE HbI
Cpe/CTBa OUY€Hb OBICTPOTO aHaliM3a 3aroJIOBKOB CETEBBIX MAakeTOB. [/l yCHEHIHOTO
OTpaXXEHHUS arak IyTeM OJIOKMpPOBaHUS TIOJAO3PUTEIbHBIX TAKETOB Cpazy TOCHe
oOHapyxeHust yrpo3bl, pemenus [PS mpocto HeoOXoaumo crenath 4acThiO CETEBO M
UHPPACTPYKTYpHl. 3alepKKa UX cpadaThIBaHUS HE JIOJDKHA MPEBBIIIATh HECKOJBKUX
MukpocekyH. CeTeBble aTaku OOpYIIMBAIOTCS HA HAC HE TOJILKO IO BCEMY BHEIITHEMY
M PUMETPY, HO ¥ C BHYTPEHHE I CTO PO HBI.

Takum o6pazom, cuctema IPS Oyzaet s3¢ddhexkTUBHO U TOJILKO B TOM Clly4dae, €Cilu,
WHTETPUPOBAB €€ B CETEBYIO CTPYKTYPY.
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