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INFORMATION SECURITY AUDIT IN A COMPANY
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ABSTRACT

At present we all are in the center of an evolution of civilization, which transforms
from industrial into information one. In the modern world, that some people call - an
informational world, business has entered in a new era — era of economy based upon
information. That is why the most important assets in a modern company are
immaterial stores. Position of a company is strongly related to them. Therefore, it is
the very essential task, given to executives by the senior management, to treat the
information with particular care. The only tool, that allows to assess real level of the
information security is an audit. A properly performed audit let us determine true
condition of our information assets and their security.
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ABSTRACT

Obecnie jestesmy w centrum wydarzen ewolucji cywilizacyjnej, ktora z przemystowe;j
przeksztalca si¢ w informacyjna. We wspotczesnym §wiecie, przez wielu nazywanym
informacyjnym, biznes wkroczyl w nowa er¢ — gospodarki opartej na informacji.
Dlatego tez najwazniejszym aktywem wspotczesnych przedsigbiorstw sa ich zasoby
niematerialne. To od nich zalezy pozycja instytucji. Tak wigc dbato$¢ o posiadane
zasoby informacyjne staje si¢ podstawowym zadaniem stawianym kadrze
menadzerskiej przez najwyzsze kierownictwo instytucji. Jedynym narzedziem
pozwalajacym rzetelnie oceni¢ poziom bezpieczenstwa informacji jest audyt, ktory
poprawnie przeprowadzony pozwala na ustalenie stanu faktycznego zasobow
informacyjnych i ich ochrony.
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1 INFORMATION SECURITY IN A COMPANY

Information is a transferable immaterial good, that minimizes uncertainty
[19,p. 8]

Above mentioned definition is sufficient to show significance (value) of
information in the modern world. In this particular case related to a company, the best
representation is relation between value of information assets and the rest of assets.
Different researches shows, that the ratio may reach even 80%. The conclusion, that
may be drawn presents that market value of the company (business, political, social)
depends upon value of the data processed in this particular company.

One of the most important mission of the company is to provide acceptable
level of security for possessed information assets, that is to be understood as
capabilities to protect them against any losts.

‘l INFORMATION SECURITY
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Fig. 1. Elements of information security in a company.
Source: author’s own study

To secure information in a company properly is a very complicated
undertaking, which requires holistic approach. The first stage is to determine what
groups of information are processed in the company and classify them according to the
level of confidentiality. Next step is risk assessment for each of the groups made with
tools chosen carefully out of three areas: organizational, technical and data computing.
The information security system in the company, built this way, will completely
achieve all the goals and tasks intended by the company owner.

2 INFORMATION SECURITY AUDIT

2.1 INFORMATION SECURITY AUDIT DEFINITION

Information security audit is a basic and comprehensive form of analyzing,
systemizing and assessing current state of security level of all information
processed in the company. The professional and diligent audit allows to prepare
a report for the management, that presents, above all, the real state of the information
assets and their security.
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Fig. 2. Division of the information security audit regarding an executive subject.
Source: author’s own study

The audit may be executed in two forms: internal or/and external audit. In the
first case audit is executed by employees of the company, in the other one execution is
commissioned to an specialized external consulting firm or a group of independent
experts. Multidisciplinary nature of the information security and necessity of impartial
assessment substantiate a choice of external audit in the company.

INFORMATION SECURITY AUDIT ”

,ZERO” ,PRIMARY”
(SIGNALLING) (COMPREHENSIVE)

Fig. 3. Division of the information security audit regarding range of the audit.
Source: author’s own study

Regarding range and detail of researches, audits are divided into: “zero” and
“primary”. The first one is basic (signaling) form of analysis and assessment of
management and security of information processed in the company. The only goal of
this form is to answer the question whether the company provides acceptable level of
information security, without assessing separate elements. The second one is
comprehensive and detailed analysis of every element in the information security
system of the company.

2.2 RANGE OF RESEARCH

Professional assessment of the information security in the company requires
comprehensive analysis of all elements of the information system. In practice, it’s
assumed, that audit is to cover in this range at least:

1. Inventories of assets and threat assessment.
2. Recognition of organizational structure and areas of security.
3. Analysis of physical security in the company.
4. Assessment of operational security and internal procedures for securing
interests of the company.
Analysis of computer system security and its infrastructure.
6. Analysis of compatibility of existing systems, procedures and policy in
relation to the current legal conditions.

bt
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INFORMATION SECURITY AUDIT H

1T T T

T l
LEGAL ORGANIZATIONAL I SOCIAL ENGINEERING

COMPUTER SYS. PHYSICAL SAFETY

Fig. 4. Division of the information security audit regarding an object of research.
Source: author’s own study

In order to make research more effective as well as getting results of the
analysis easier, auditors should use unified assessment sheets and above all clearly
specified threshold of acceptable threats (negligence).

23 AUDIT REPORT

A properly performed audit is to be concluded by a written report, that shows
true condition of all information assets and their security to the senior management
(board, owners).

The audit report is supposed to be a formal document, that meets all standards
determined in the company policy for important value documents, especially
documents with “sensitive” content. Taking above mentioned under consideration the
report usually contains elements listed below:

1. General information about the audit and the audited company.
2. Description and assessment of current state.
3. Conclusions and recommendations (key).

Despite level of detail, the audit report always covers the analysis of weak and
strong points of the information security system therefore it is to be classified at the
highest level. In practice, access to the report and knowledge about its existence as
well ought to be limited for its authors and the senior management only.

3 SCIENTIFIC SUPPORT FOR INFORMATION SECURITY
IN A COMPANY - CONCLUSION

Information security in business as an objective of research is located inside
an area of interest of many scientific disciplines and their representatives. It might be
divided into different groups according to goal, methodology, area of research and its
result. The following scientific disciplines support the information security: legal
science [e.x. 20], sociology [e.x. 1], exact sciences [e.x. 16], management [e.x. 17],
computer science [e.x. 18], political science [e.x. 22], and also: police science
(public safety and law enforcement) [e.x. 2], military science (military art and
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military and national security) [e.x. 13] and even philosophy (ethics) [e.x. 11] or
physical culture [e.x. 7].

Above mentioned areas of science do not consider wide spectrum of factors,
that may generate different types of threat and influence informational assets in the
company. This state created a new discipline of science, that concerned security of
human and social organizations — securitology. It concerns in its research multisource
threats based on: objective and subjective factors, social and psychological factors,
culture, political and legal factors, environmental and technical factors, macro and
micro economy [e.x. 3,4,5,6,10,12,14,21].

‘l INFORMATION SECURITY OF THE COMPANY ‘l
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Fig. 5. Scientific support for the information security.
Source: author’s own study

Contemporary dimension of security and especially information security
in a company clearly confirms need for holistic perspective and strong
cooperation among experts and scientists.
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