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ABSTRACT

Risk management approach is the most popular one in contemporary security
management. However all types of risk are - more or less closely - related to the
security, in information security management risks associated with security constitute
the greater part of all risks. That situation frequently leads to misunderstandings both
terms: security and risk management. The article is an attempt to organize these terms
and basic concepts in the field of information security and cybersecurity.
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ABSTRAKT

Manazment rizik je jeden z najpreferovanejsich pristupov v sui¢asnom bezpecnostnom
manazmente. VSetky typy rizik si — viac, ¢i menej- spojené S bezpe¢nost'ou. Rizika
manaZzmentu informacnej bezpe€nosti v suvislosti s bezpenostou predstavuji velka
Cast’ z celej mnoziny rizik. Tato situacia ¢asto vedie k nedorozumeniam pri chapani
oboch pojmov: bezpe¢nost’ a manazment rizik. Tento ¢lanok ma ambiciu vysvetlit
tieto terminy a zdkladné pojmy v oblasti informacnej a kybernetickej bezpe€nosti.

KPlucové slova: Riadenia rizik, riadenia bezpec¢nosti informdcii, kyberneticka
bezpecnost.

1 RISK-BASED SECURITY MANAGEMENT

Information security-related terms are often used in the literature in ambiguous
way. Relating to well-know schema (see Figure 1), illustrating the relationships
between main information security elements, near all of components (including
security itself) seem to be somehow manageable (see [19] — figure 3, [18] p. 39). One
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can find “vulnerability management” (see: [14]), “safety management” (see e.g. [16]),
“security management” (see e.g. [6]),“threat management” (e.g. in Microsoft™
Forefront Threat Management Gateway — see [17]), “risk management” etc.
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Figure 1 Risk Relationships Model. Source: [19].

The main semantic ambiguity occurs between risk management and security
management. The risk is usually defined as effect of uncertainty on objectives (see:
[21] — 2.21) and information security is defined as preservation of a set of properties
such as confidentiality, integrity, availability of information and also its authenticity,
accountability and non-repudiation (see: [8] — 2.33). From risk manager’s point of
view, risks strictly related to assets’ security (e.g. information security risk) are only a
specific group of risk, and management of this type of risk (sometimes erroneously
identified with particular subject security management) may be treated as part of
overall risk management (see e.g. [4]). This is tricky situation, which may lead to
mistakes in understanding interactions between risk and security.

It is obvious that all types of risks are — more or less — closely related to the
security, especially when security is understood in the broader sense, not only as a
state of being free from danger or threat, but also as a guarantee of achieving subject
(organization, group, man) objectives (see e.g. [5]). Additionally in some areas of risk
management, security breaches (frequently intentional) represent the major part of all
possible risks so the management of particular security risks becomes the main part of
risk management process. This situation also applies to information-related risks. The
minority of information-related risks may concern low quality (precisions, adequacy,
topicality, timeliness etc.) of information content (see e.g. [7] p. 28) and usually are
considered with other aspects of organization activities (like market analysis,
management control system, public relations etc.), due to non-material character of
information, most of possible problems with information concerns data processing,
which is related to information security (strictly defined as preservation of
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confidentiality, integrity, availability and other properties like authenticity,
accountability or non-repudiation of information — see: [8]-2.33), including availability
and efficiency of IT assets (information systems). This group of risks may be
implicated by security breaches.

In other contexts (management of security of assets other than information)
there are a lot of different aspects, which have been included in overall security
management processes, for example in 1ISO 22301 approach one of steps of creating
BCMS (Business Continuity Management Systems), preceding risk assessment, is BIA
(“Business Impact Analysis — process of analyzing activities and the effect that a
business disruption might have upon them”, see: [9]-3.8.), which may be understood as
a form of asset evaluation (see e.g. [6]) from business continuity point of view
(business continuity management is defined as ,holistic management process that
identifies potential threats to an organization and the impacts to business operations
those threats, if realized, might cause, and which provides a framework for building
organizational resilience with the capability of an effective response that safeguards
the interests of its key stakeholders, reputation, brand and value-creating activities” —
see: [9]-3.4). Also particular risk in business continuity has been considered from the
organization’s objectives and assets point of view, which offers much more general
approach than focusing on security of particular asset (like information). In the
ISO/IEC 27001 approach creation of the ISMS (Information Security Management
System) has no analogous step: the process focuses on risk management.

2 BEYOND OF RISK-BASED APPROACH

Potential problems with information security include wide spectrum of issues,
including i.a. technical accidents, legal issues (e.g. personal data processing) and
intentional information systems security breaches, so information security
management cannot cover only management of general technical risks of computer
systems. The other problem with risk-based approach is bound with narrow sense of
»security” understood only form ,,ex ante” point of view. The security issues may be
analyzed from at least three points of view:

o before the problem (fraud, security breach etc.) occurs,
o during the moment or period when the risk is being materialized,
° after risk’s materialization.

Respectively one can distinguish: information security preventive actions,
intruder detection and reaction and — in ex post perspective — corrective actions and
investigations.

Obviously the term “risk” (understood as combination of particular threat’s
likelihood and impact) cannot be seriously analyzed when the threat already occurred.
In that circumstance the likelihood becomes simply certainty: the problem just
happened, probability of its occurrence is one. The term “likelihood” may be used in
ex-post analysis when frequency of particular problem occurrence may be treated as a
measure of likelihood of its future materialization. However the ISO 27k standards
tries to cover all aspects of information security management systems (including i.a.
digital evidence — see [24]), a few aspects of security are reserved for law enforcement
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and courts rather then for particular organizations and, of course, law enforcement and
applications of the law processes should be deterministic.

The other problem concerns risk-based information security in multi-actor
environment: there are strategies (like risk sharing or risk transfer), which decreasing
risk from one actor point of view, increase risk for another actor. It is possible to find a
compromise and build consistent and compatible ISMSes in situations, when all the
actors play fair and have full information, but as one knows there are another
situations and strategies too. Specific problems may relate to cybersecurity (security of
the cyberspace).

International standard [10] includes two definitions: cybersecurity (adopted
definition of information security from [8]: ,,Cybersecurity, Cyberspace security -
preservation of confidentiality, integrity and availability of information in the
Cyberspace” with note that ,In addition, other properties, such as authenticity,
accountability, non-repudiation, and reliability can also be involved” — see: [10]-3.20)
and Cybersafety (,,Cybersafety - the condition of being protected against physical,
social, spiritual, financial, political, emotional, occupational, psychological,
educational or other types or consequences of failure, damage, error, accidents, harm
or any other event in the Cyberspace which could be considered non-desirable”, with
two notes: ,,NOTE 1: This can take the form of being protected from the event or from
exposure to something that causes health or economical losses. It can include
protection of people or of assets” and ,,NOTE 2: Safety in general is also defined as
the state of being certain that adverse effects will not be caused by some agent under
defined conditions” see: [10]-3.19). The cyberspace is defined in the same standard as
,»The complex environment resulting from the interaction of people, software and
services on the Internet by means of technology devices and networks connected to it,
which does not exist in any physical form” (see: [10]-3.21). More detailed (but still
ambiguous) definitions of cybersecurity can be found in legal acts. The current Polish
Government's Program for the Protection of Cyberspace in Poland (see: [11]) defines
Cyberspace as ,,an area of processing and exchange of information, created by the
computer systems and networks, along with links between them and the relationship
with users" and Cyberspace of the Polish Republic as ,,cyberspace within the territory
of the Polish State and in locations outside the territory where there are representatives
of the Polish Republic (diplomatic institutions, military contingents)”. The Act of
August 30th 2011, amending the Act on the state of the war and the competence of the
Supreme Commander of the armed forces and the basis for its reporting of the
constitutional authorities of the Republic of Poland and certain other laws (see: [12])
defines it as follows: "space, processing and exchange of information created by ICT
systems referred to in article 4. 3 section 3 of the Act of February 17th 2005 on the
computer activities of entities realizing public tasks, together with the links between
them and the relationships with the users" (all translations from [12]).

Although these definitions are far from clarity, it may be expected that the
»cyberspace” term (in ISO meaning) denotes i.a. synergistic effect of contemporary
Internet (especially associated with social networks, massively multiplayer online role-
playing games e government, cloud computing etc.) and — due to “metaphysical”
character of cyberspace — that cybersecurity should pass over information systems
security (because information systems has physical form of course). It is hard to
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understand how any information security properties may be guaranteed without taking
into consideration security of information processing systems. In the above legal
definitions’ meaning the cyberspace seems to be something what is a field of activity
of entities realizing public tasks and may be protected and regulated by law (which, as
mentioned above, should be deterministic) and — however the above Program ([11])
refers to definitions and concepts from ISO 27k standards — it is unclear how may be
possible to evaluate and manage risks associated with losing the State ability to carry
out its particular functions.

3 CONCLUSION

Risk management approach is the most popular approach in contemporary
security management (see e.g.: [1], [2]). R.N.R van Os in the essay [3] analyses a lot
of definitions concerning security management and risk management and finally
concludes that risk management and security management are not the same (however
both terms are ambiguous) and propose that risk management should be treated a part
of security management. In relation to the information security management, risk
management may be treated as the main part of security management process and as
the base contemporary approach, however there are a few elements of information
security management, when pure risk based approach seems to be inadequate or
insufficient to provide satisfactory level of information security. The other strategies
(deterministic, compliance-based etc. — see e.g. [22], [23]) may be an option worth
considering in such situations.
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